Student/Mentor MFA Setup (Once fully enforced/live)

On or after April 9", when students log in to the myEdison Experience dashboard, they will be
prompted to set up multi-factor authentication (MFA). Here are the steps to walk them through it.

Step 1 - Head to www2.tesu.edu and click the yellow “sign in to myEdison Experience
dashboard” button.
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Trouble Logging In? Welcome to myEdison Experience!
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Step 2 — use your FULL TESU email address. Include @students.tesu.edu (or
@mentors.tesu.edu for Mentors). Then click Next.
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Step 3 - Enter your TESU password (for Mentors — same password as Moodle) and click Sign in
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Step 4 — Here, you'll see the “Let’s keep your account secure” prompt
with setting up your MFA.
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Let's keep your account secure

We'll help you set up another way to verify it's you.

Use a different account

Learn more about verifying your identity

. Click Next to get started




Step 5 - The default method is the Microsoft Authenticator app. You’ll need to download this to
your smartphone. Once you do that, click Next. *If you prefer the Google authenticator or another
verified/secure MFA app...you can click the link to Set up a different authentication app. Or if
you prefer to use SMS texting, click Set up a different way to sign in.

(If you would rather NOT use an app and would prefer to set this up via SMS/Text, please skip
ahead to Step 11).

Keep going from here to use the Microsoft Authenticator app.
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Step 6 - If you’re moving forward with the authenticator app, click Next and on the next screen,
you will be prompted to Set up your account in app. (Open your authenticator app on your
phone at this time) and click Next on the computer screen.
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If prompted, allow notifications. Then add an
account, and select Work or school.

Set up a different way to sign in




Step 7 — Using your authenticator app, add an account by using the option to Scan a QR code
(bottom right corner on Microsoft Authenticator app). Then Scan the QR code that appears on
your screen. Then click Next.
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Scan the QR code

Use the Microsoft Authenticator app to scan the QR
code. This connects the app to your account.

Then come back and select Next.
Can't scan the QR code?

Set up a different way to sign in

Step 8 — Once you scan the QR code it will automatically add your TESU account to the
authenticator app.
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Step 9 - You will then see a two-digit code on your computer screen. Type that code in the app,
on your phone, and then click “yes” to confirm it’s you.
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Approve sign in request

Open your Authenticator app and approve the
request. Enter the number if prompted.
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Step 10 - You will then see the screen that shows that Authenticator has been added (with a
green check mark next to it). You’re all set to approve logins now. You can click Done.
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You can now use Microsoft Authenticator to approve
sign-ins, get one-time codes, and more.

This is now your default sign-in method.

**If you’ve already set up MFA with an authenticator app on your smartphone, then you’re done
and you can stop here**

Scroll ahead to set up MFA with SMS/Text or Call.




FYI - Setting up MFA via text/call will ONLY work for students within the United States.

Step 11 — Set up MFA with SMS/Text or Call Option. — From the Install Microsoft Authenticator
screen, click Set up a different way to sign in.
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Install Microsoft Authenticator

Install the app on your mobile device, then come
back here to continue.
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Step 12 - On the next screen, select Phone.

THIOMAS
EDISTH
SUTE
VRS

€ _@5tL|den15.te5u.edu
Add a sign-in method

Microsoft Authenticator
Approve sign-in reguests or use cne-time codes

Q-_) Phone
Get a call or text to sign in with a code

Learn more about each method to help you choose.




Step 13 — Add your cell phone number here. (you don’t need to add the 1 as the country code is
already added above the Phone Number line), If you prefer a text, leave the Text a code option
checked otherwise, choose Call if you would prefer an actual phone call.

*International students outside the US will NOT be able to use this option. Please use the
authenticator app option*

Once you enter your phone number and choose text, click Next. A code will be sent to you via
text.
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Use verification code 184810
for Microsoft authentication.

you did not expect this message from an unknown

Report Spam

Step 14 - Enter the code you received on your phone in the box on your computer screen and
click Next.
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Step 15 - You'll see the green check letting you know your Phone number has been added to your
account and your MFA is now set up. Click Done.
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You can now receive a code each time you sign in.




Now, when you attempt to log in to the myEdison Experience dashboard, you’ll be prompted to
get atextorcall.
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Your organization requires additional sign in
methods to access this resource.
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More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Thank you for setting up your MFA and helping us keep your account and data secure!!




